FAA Red Team.
Investigative Reporter Deborah Sherman

MIAMI, Nov. 29-    With armed guards at every turn, frequent fliers Jason and Cheryl Finch aren't worried about getting on an airplane in Miami. 
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    "I think there's more attention being paid to security today than ever," said Jason Finch.  But the Finches may not feel so secure if they knew about these reports--kept secret by the FAA--that show an incredibly high failure rate of screeners to stop dangerous weapons, including guns and bombs, from getting past security. 

     "We would find generally there was a 80-90% failure rate in our testing," said Steve Elson.  Steve Elson is a former member of the Federal Aviation's Red Team; an elite special unit created after the bombing of Pan Am Flight 103 over Lockerbie, Scotland.

    The Red Team acts like the bad guys to find weaknesses in security.  "The Red Team goes out and does realistic, unannounced testing to see what is really going on in the system," Elson said.

    What was going on at Fort Lauderdale and Miami Airports is described in these internal memos, obtained by NBC 6, between members of the Red Team and FAA supervisors.

     The tests, last done in 1998, were the last ever conducted by the Red Team. "The results are important because then for three years they were ignored. That led to the World Trade Center 9/11 event. And I think they're still being ignored," said Elson.

    At Miami, a hand grenade made it past security because the x-ray operator detected it but forgot to tell a fellow screener to hand search the bag.  Also, two Red Team agents packing guns "were cleared through security".  Screeners failed to find three bombs using bomb-detection machines.

    And screeners didn't spot a fourth bomb, even though the memo says the screener opened the briefcase and shifted the articles inside around, including the explosive part of the bomb."

     "So the screener looked at the bomb and didn't recognize it?" asked Investigative Reporter Deborah Sherman.

     "Correct," Elson replied. "And it goes back to the training. A lot of screeners have never been trained on these devices."

    Elson says screeners are only trained to find obvious devices used in tests that are often announced in advance by regular FAA agents.

     "FAA testing always used a bomb in an empty briefcase, a big bomb, very obvious with nothing in the briefcase," said Elson. "Three sticks of wood and a big clock in an empty briefcase." 

    That's why, the memo points out, the regular FAA tests, conducted by the FAA's field teams, may be flawed.

    While screeners at Fort Lauderdale passed the tests 90% of the time, screeners failed 80% of the time in the more realistic and unannounced Red Team tests.

    But the FAA has kept the results of the Red Team secret--even after September 11th.   Sherman asked: "Why doesn't the FAA make the Red Team results public?"

     Elson replied: "The simple fact is the FAA is not releasing that because it shows that they are looking the other way, that they are corrupt, and that they are not doing what they're supposed to do."

    Sherman said: "So what you're saying is the FAA has known how bad security is for years."  "Absolutely," said Elson. 

     NBC 6 learned the Red Team results were only shown to a select few, including Victoria Cummock of Coral Gables, whose husband was killed on Pan Am Flight 103. 

     When Cummock was on the White House Commission of Aviation Safety and Security in 1997, she traveled with a Red Team while it tested checkpoints. 

     "Sadly, I was shocked to witness that in every case that they tried to breach security by carrying on weapons and in many occasions, they were loaded weapons, they were successful," said Cummock. 

    Cummock believes if the FAA had told travelers, they would have demanded something be done long ago.  "I think if the flying public knew how bad aviation security was and how successful the Red Team was at breaching aviation security that they would have been shocked and would have been outraged and they would have stopped flying." 

    Passenger Jason Finch, who flies every two weeks, said it would have made him nervous. "I think that's very scary," Finch said. "I absolutely believe that those results need to be public."

   The FAA declined our interview requests.  But on the phone, spokeswoman Kathleen Bergen says the FAA "can neither confirm nor deny the activities of the Red Team" and says, "its results are shared on a

need-to-know basis."

    Bergen added that "any shortcomings or problems are communicated immediately and corrective measures are taken promptly."

    But NBC 6 sources claim little was done with the Red Team's results...and say the special unit has not tested any screening checkpoints since South Florida.

     "Congress probably still doesn't want these results out because it shows an 8-10 year history of this 80-90 percent failure rate and complete neglect, nobody doing anything, that's why we had the event on 9-1-1," said Elson. 
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